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Privacy

https://www.theamericanconservative.com/newsweek-ponders-privacy-in-1970/
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Privacy

https://freedomhouse.org/explore-the-map?type=fotn&year=2023
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Protecting the data
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Protecting the data

https://kwlug.org/

Ian Goldberg Supporting Privacy and Freedom of Expression Worldwide 6 / 33

https://kwlug.org/


Protecting the data

Ian Goldberg Supporting Privacy and Freedom of Expression Worldwide 7 / 33



Protecting the data

https://transparencyreport.google.com/https/overview?hl=en
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Protecting the metadata

Ian Goldberg Supporting Privacy and Freedom of Expression Worldwide 9 / 33



Protecting the metadata

https://commons.wikimedia.org/wiki/File:Tor project logo hq.png
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Protecting the metadata
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Tor circuits

Ian Goldberg Supporting Privacy and Freedom of Expression Worldwide 16 / 33



Running a Tor node

Ian Goldberg Supporting Privacy and Freedom of Expression Worldwide 17 / 33



Running a Tor node

https://community.torproject.org/relay/setup/guard/
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Running a Tor node

https://toruniversity.eff.org/
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Running a Tor node

https://toruniversity.eff.org/
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Benefits

Benefits for running Tor nodes at universities include (see
https://toruniversity.eff.org/ for more):

Supporting privacy and freedom of expression worldwide

Getting students involved in civil society
Tor Project, EFF, Citizen Lab, etc.

Research
If you research the Tor network, you should contribute to it
Having direct access to the Tor network
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Benefits

https://research.torproject.org/safetyboard/
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Challenges

https://dl.acm.org
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Technical

Ian Goldberg Supporting Privacy and Freedom of Expression Worldwide 27 / 33



Technical

Machine and network

Machine can be pretty much anything

Your favourite Linux distro

IP address not in a site-licensed space

Minimally 1Mbps networking, but 10–100Mbps is more reasonable
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Technical

DNS

Use your own DNS recursive resolver, not a public one like 8.8.8.8 or
1.1.1.1
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Technical

Reverse DNS
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Technical

SWIP

You can set a custom Abuse contact in whois using SWIP, for a range
of addresses as small as 3 bits (/29, or 8 addresses)

You really should do this, so that you get the Fail2Ban reports, and
importantly, your upstream provider doesn’t.
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Technical

Exit policy

Decide what protocols (technically, ports) you do and do not want
exiting your node.

Minimally allow ports 80 and 443.

There is a standard Tor “Reduced Exit Policy” that’s a good place to
start.

If individual server operators don’t want connections from your Tor
exit node, then can ask you to add their IP addresses to the deny list
in your exit policy.
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Takeaways

Tor is used by millions of people around the world

every day to protect their privacy online

By running a Tor node (especially an exit node), you

can help promote privacy and freedom of expression

around the world

Added benefits if you do research on Tor and related

topics
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